ha

(eSS
S Yl pdle

Parents Guide | LYI s

8y bl oh aii | @ Ling Il yus Lagll

NATIONAL COU NCII. FOR FAMILY AFFAIRS




INTERNET WORLD

Parents Guide | s'Lf\Jl Juds




Dear mothers, fathers, and caregivers:

The internet is a tool that gives your children, and
their families a chance to learn, share and
communicate. With the many benefits of internet
usage, it is nonetheless essential to consider and
apply proper safety procedures that ensure your
children have a safe online experience.

The National Council for Family Affairs has
developed this guide as part of the family awareness
program, which is implemented in cooperation with
the Arab Gulf Program For Development
(AGFUND), in parallel to modern demands. This
guide aims to have a positive impact on raising
awareness regarding internet safety through
practical steps that you can easily follow to guide
your child.

The material within this guide has been designed
and produced in collaboration with Hikayat
Simsim, a national family initiative which started in
2003, the joint venture is developed by Jordan
Pioneers and the non-profit organization Sesame
Workshop, USA.

In this guide, you will find the answer to the
following questions:

«How to talk to your child about the dangers of
internet usage in an interactive manner?

*How to explain to your child not to respond to any
emails or discussions, which may include offensive,
or abusive content that bullies or to instils fear?
+How you can explain to your child the importance
of reporting any activity that is suspicious or crude
that might cause fear or undermine their safety
while using the internet?
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Hikaryat BimSim ® and associated charactors, trdemarics and dasign eaments are owned and lisensed by Sesame Workshop, @ 2013 Sesame Workshop. A Rights Reserved.

Hikayat Simsim Team:
Khaled Haddad Extcutive Producer
Dr. Maif Haddad Creative&Art Di /Content

Lama Hamdan Senior Graphic Designer
Karmnel Massar Graphic Designer
Alza Abu Affioul Assitant Graphic Designer
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Using the
internet



The internet is more enjoyable than
television; your child wants to explore the
world through the internet:

« To play online games with multiple
players.

« To use social media outlets such as
Facebook and Twitter.

« To chat using text, audio calls, or video
calls using; Yahoo! Messenger, or Skype.

« To listen to music or watch videos on
websites such as Youtube.

« To search and download games, images
and files using search engines; Yahoo!

Google.
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Why would my child want
to use the internet?







The internet has become easily accessible to

your children from various sources;

home,school, at friends, libraries, internet-
enabled public facilities, and mobile
phones. This is why we advise you to:

«Talk to your child about their internet
habits, and the difficulties and dangers they
may encounter while online, and provide
them with proper guidance.

«Explain to your child that the internet has
become a vital tool for educational
research, in addition to entertainment and
recreation purposes.

«Remember that your child might know
more than you do about internet usage;
asking for their help will enhance

cooperation between the two of you, and

this helps them follow your guidance on

safe internet usage.
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How do | 9uide my Child towards
using the internet safely?
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Internet dangers




There are many option to protect your
child from accessing inappropriate online
content. You can use internet surveillance
software solutions to monitor your child’s
internet usage. Make sure that you:

« Surf the internet using specially developed
child-friendly search engines. Examples of
such search Yahoo! Kids,
safesearchkids. Remember that normal

search engines might lookup results that are

engines:

inappropriate for your child.

» Download antivirus software to protect
computers from viruses and popups, follow
privacy and safety set ups, and download
family protection programs. Remember to
update and maintain programs regularly.

« For more information about the services
related to internet safety in Jordan, visit:
http://amnuna.com/data.php?id=>5

» Report internet crimes through Amnuna

website: info@amnuna.com
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How do | protect my child
from online dangers?







One of the main online dangers is that
your child might

information to strangers who may bully,

disclose personal

instil fear or abuse your child without
your knowledge. Make sure you:

« Help your child create a strong password,
you can do this by:

1-Using random letters, capital and small,
numbers and adding punctuation marks
(Example: sArA#,123% )

2-Not to tell anyone his or her password.

« Make sure you cover the webcam while it
is not in use to make sure it isn’t hacked and
activated by strangers.

« Sign out of personal accounts before
closing websites.

« Explain to your child the importance of
online

reporting crude or suspicious

activities.
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How do | protect my family
and child s privacy online?
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Parents are faced with dangerous online
habits while their children are developing,
which is considered an important factor
in their safety, and this goes back to being
able to surf the net incognito. Make sure
that you:

oPlace the computer device in places
accessible to family members and in their
line of view, such as the living room, this
makes it easier for family members to
supervise computer usage without
embarrassment or making your child feel as
he/she is being watched.

«Set a specific time and duration for using
the computer.

«Explain the health risks related to sitting

for too long in front of a computer screen.
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There is a time and place
for internet access
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The number of parents who provide their
children with mobile phones is notably
increasing. This goes back to essential
safety measures, most importantly the
ability to be in constant contact. However,
they are not fully aware of the dangers
that accompany this technology; it gives
your children internet access inside and
outside the house. This technology is
constantly developing, and is limitless.

Many mobile phones are internet-enabled

via third generation wireless (3G), this

allows them to surf the internet without
adult supervision. Make sure that you:

= Teach your child the importance of social
relationships, and make sure they don't
neglect their usual interactions.

« Teach your child that the virtual world is
not a substitute to direct contact with
society.

« Encourage your child to practice their
hobbies, and social activities away from

internet-enabled mobile phones.

ilgg B8 I M sae OF bWl e
Jl U sgmg Bgmde Wiy § ea/labY Ugasd|
§l & pame JLasVl s 8)uill gan] dual Gl
dlys e G950 pate S U (O9ily g
A¥ Jle § Jably hed U1 bl dklS
Jobull doyd & B ad ay o Al ol
deryleg Jpdbl Jls dog AU A e
(s Sy g sluza jokai § duddl] oda o)
islogll oda e wasll Ol Euo dgundl 1S
OIS pe CORYL JLaiVl dods 85 Ugasd]
ey draiew bog (3G) EJBN Jusd! J2o JUasV)
W ctlie &B) (90 lgime pial g bo
e oyl

dslszaYl GBe Jag¥ O ellib oI of -
lgale slel Al Gllslly dazi¥lg

oo llib B g o2l78Y plall s ¥ O
dzaize ga bl GYlasly =3l dlls
ahisly dblss dules e dllib zil of «
Bl § oY oo T delozz¥) Led)
Jgaschl

o0y plusiiwl yblswe
Joeoh Al ne

Dangers of internet
Usage via mobile phone
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What should be avoided




You should establish a set of things your
child should avoid:

1. Using a username pretending to be
someone else, or that may cause offence or
aggression to someone.

2. Giving out their passwords.

3. Disclosing personal phone number,
address, or school.

4. Disclosing personal information.

5. Uploading inappropriate profile pictures,
or pictures that may provide personal
information about themselves, or their
families (Example: a picture that may reveal
your child’s school).

6. Arranging to meet stranger met through
the internet without notifying adults, and
without the supervision of someone you
trusted.

7. Downloading games from untrusted
sources that may include harmful software.
8. Opening emails or downloading files

from strangers.
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